
15 Energy Efficiency Commands

About This Chapter

NO TE

The feature is just for beta test, and is not for commercial use. If the feature is required in
the test, contact Huawei technical support personnel.
Only the AR169RW-P-M9 supports Energy Efficiency Commands.
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15.3 authentication zigbee link-key

15.4 display channel-type zigbee status

15.5 display m2m-gateway configuration

15.6 display m2m-gateway long-latitude
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15.8 display m2m-gateway status

15.9 display m2m-gateway task

15.10 display m2m-gateway task list group-task

15.11 display m2m-gateway task list optimal-task

15.12 display m2m-gateway task list statistics

15.13 display m2m-gateway task schedule

15.14 display m2m-gateway tsvr-server status

15.15 display m2m-gateway timer-join-network

15.16 display m2m-gateway upgrade current

15.17 display m2m-gateway upstream communication style

15.18 display m2m-gateway upstream statistics
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15.19 display m2m-gateway whitelist

15.20 display firmware process

15.21 display zigbee link-key-using

15.22 encrypt mode disable

15.23 encrypt type

15.24 firmware upgrade channel-type zigbee remote

15.25 firmware upgrade channel-type zigbee local

15.26 firmware upgrade channel-type zigbee erase flash

15.27 firmware upgrade stop

15.28 hes-bakserver

15.29 hes-server

15.30 longitude-latitude

15.31 m2m-gateway

15.32 reset m2m-gateway offline-device

15.33 reset m2m-gateway statistics

15.34 restore factory configuration

15.35 task delete

15.36 task update task-name

15.37 tsvr-server

15.38 upstream-cache cache-size wait-time

15.39 upstream-cache mode

15.40 upstream statistics threshold

15.41 zigbee-network dismiss

15.42 zigbee-network get-rssi

15.43 zigbee-network permit-join

15.44 zigbee-network permit-join whitelist

15.45 zigbee-network status refresh

15.46 zigbee-network timer-join-network

15.47 zigbee-network timer-join-network enable
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15.1 authentication mode

Function
The authentication mode enable command enables authentication between the
device and AgileConnect.

The authentication mode disable command disables authentication between the
device and AgileConnect.

By default, authentication between the device and AgileConnect is enabled.

Format
authentication mode { enable | disable }

Parameters
None

Views
M2M gateway view

Default Level
3: Management level

Usage Guidelines
To prevent unauthorized devices from connecting to the AgileConnect or devices
from connecting to the unauthorized AgileConnect, enable authentication
between the device and AgileConnect. The device can communicate with the
AgileConnect only when the passwords for authentication on them are the same.

NO TICE

You are advised to enable authentication between devices and the AgileConnect. If
not, security risks exist.

Example
# Enable authentication between the device and AgileConnect.

<Huawei> system-view
[Huawei] m2m-gateway
[Huawei-m2m-gateway] authentication mode enable
Info: Set Auth Mode Enable Successfully! 

Related Topics
15.2 authentication passwd
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15.2 authentication passwd

Function
The authentication passwd command configures the password for authentication
between the device and AgileConnect.

The default username and password are available in AR Router Default
Usernames and Passwords (Enterprise Network or Carrier). If you have not
obtained the access permission of the document, see Help on the website to find
out how to obtain it.

Format
authentication passwd password

Parameters

Parameter Description Value

password Specifies the password for
authentication between the
device and AgileConnect.

The value is a string of 6 to 31
case-sensitive characters without
spaces.

Views
M2M gateway view

Default Level
3: Management level

Usage Guidelines
After authentication between the device and AgileConnect is enabled, run this
command to configure the password for authentication. The device can
communicate with the AgileConnect only when the passwords for authentication
on them are the same.

Example
# Set the password for authentication between the device and AgileConnect to
Huawei@1234.

<Huawei> system-view
[Huawei] m2m-gateway
[Huawei-m2m-gateway] authentication passwd Huawei@1234
Info: Update Passwd Successfully! 

Related Topics
15.1 authentication mode
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15.3 authentication zigbee link-key

Function
The authentication zigbee link-key command configures the key for
communication between the device and smart terminals.

The default username and password are available in AR Router Default
Usernames and Passwords (Enterprise Network or Carrier). If you have not
obtained the access permission of the document, see Help on the website to find
out how to obtain it.

NO TE

Only AR502EGRz-Lc and AR502EGRz-L support this command.

Format
authentication zigbee link-key { custom-key key | huawei-key | silabs-default-
key }

Parameters

Parameter Description Value

custom-key key Specifies the user-defined key for
communication between the device
and smart terminals.

The value is a string
of 6 to 16 case-
sensitive characters
without spaces.

huawei-key Indicates the Huawei key for
communication between the device
and smart terminals.

-

silabs-default-
key

Indicates the public key for
communication between the device
and smart terminals.

-

Views
M2M gateway view

Default Level
3: Management level

Usage Guidelines
The public key silabs-default-key is often used on the ZigBee network, which can
be easily attacked by third-party devices. There are potential security risks. To
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prevent malicious attacks by third-party devices, the device allows the key to be
changed to the Huawei or user-defined key. This improves the network security.

After the key is changed on the device, the changed key needs to be synchronized
on smart terminals.

NO TICE

During key switching, the ZigBee network will be re-established. Exercise caution
when you run this command.

Example

# Configure the user-defined key Huawei@123 for communication between the
device and smart terminals.

<Huawei> system-view
[Huawei] m2m-gateway
[Huawei-m2m-gateway] authentication zigbee link-key custom-key Huawei@123
Warning: Change Link-key will fromat the network. Are you sure to continue?
[Y/N]y                                                   
..........                                                                                                                          
Info: Set custom link key Successfully!

Related Topics
15.21 display zigbee link-key-using

15.4 display channel-type zigbee status

Function

The display channel-type zigbee status command displays the status of smart
terminals on the ZigBee network.

NO TE

Only AR502EGRz-Lc and AR502EGRz-L support this command.

Format

display channel-type zigbee status [ hwarc | hwbmcd | hwcc | hwdgcp |
hwgem | hwirr | hwmvrdc | hwod | hwscd | hwsgcp | hwslc | hwss | hwtc |
hwths | hwtls32a | unkonw ]

Parameters

Parameter Description Value

hwarc Displays the status of the fresh air controller. -
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Parameter Description Value

hwbmcd Displays the status of the brightness movement combo
detector.

-

hwcc Displays the status of the curtain controller. -

hwdgcp Displays the status of the two-way switch. -

hwgem Displays the status of the general expansion module. -

hwirr Displays the status of the infrared controller. -

hwmvrdc Displays the status of the ducted type air conditioner
controller.

-

hwod Displays the status of the object detector. -

hwscd Displays the status of the single-controller dimmer. -

hwsgcp Displays the status of the one-way switch. -

hwslc Displays the status of the street lamp controller. -

hwss Displays the status of the smart socket. -

hwtc Displays the status of the traffic counter. -

hwths Displays the status of the temperature and humidity sensor. -

hwtls32a Displays the status of the three-phase load switch (32 A). -

unkonw Displays the status of other smart terminals. -

Views
All views

Default Level
1: Monitoring level

Usage Guidelines
To check the smart terminal status including the smart terminal type, MAC
address, online status, and logout cause on the ZigBee network, run this
command.
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Example
# Display the status of smart sockets on the ZigBee network.
<Huawei> display channel-type zigbee status hwss
Firmware Version:001                  
PanId: 0x6325     
RadioTxPower: 8   
RadioChannel: 20  
Zigbee Device-table:                                    
Index Device Type       Mac     DeviceId            Status  OffReason Version       RSSI      
----------------------------------------------------------------------------------------------------                                
1     HWSS              0x8635  1300B136CB000658    Online  Never     0x270a0114    40         
----------------------------------------------------------------------------------------------------                                
Online count: 1                     Total count: 1   

Table 15-1 Description of the display channel-type zigbee status command
output

Item Description

Firmware Version EM357 firmware version.

PanId ZigBee network ID.

RadioTxPower EM357 transmit power.

RadioChannel EM357 channel information.

Index Index of the smart terminal.

Device Type Type of the smart terminal.

Mac MAC address of the smart terminal.

DeviceId ID of the smart terminal.

Status Whether the smart terminal is
connected to the network:
● Online: The smart terminal is

connected to the network.
● Offline: The smart terminal is

disconnected from the network.
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Item Description

OffReason Reason why the smart terminal is
disconnected from the network last
time:
● SrvCtl: The CBEMS controls the

network disconnection of the smart
terminal.

● Detect: The gateway detects that
the smart terminal is disconnected
from the network through
heartbeat packets.

● RepOff: The gateway receives
logout messages reported by the
smart terminal and then sets the
smart terminal status to offline.

● RepIdChg: The communication
address of the smart terminal
changes.

● Never: The smart terminal has
never been disconnected from the
network after being connected to
the network.

Version Version of the smart terminal.

Online count Number of smart terminals connected
to the ZigBee network.

RSSI RSSI of smart terminals.

Total count Total number of smart terminals on
the ZigBee network.

 

15.5 display m2m-gateway configuration

Function

The display m2m-gateway configuration command displays the configuration of
the connection between the device and an AgileConnect system.

Format

display m2m-gateway configuration

Parameters
None
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Views
All views

Default Level
1: Monitoring level

Usage Guidelines
None

Example
# Display the configuration of the connection between an energy efficiency
gateway and a AgileConnect system.

<Huawei> display m2m-gateway configuration
[M2M Gateway Configuration]:
 Server IP       : 192.168.1.200
 Server Port     : 7001
 ServerBakIP     : 0.0.0.0
 DHCP            : off
 Local IP        : 0.0.0.0
 Local Netmask   : 0.0.0.0
 Local Gateway   : 0.0.0.0
 DNS             : 0.0.0.0

Table 15-2 Description of the display m2m-gateway configuration command
output

Item Description

M2M Gateway Configuration Configuration of the connection
between an energy efficiency gateway
and an AgileConnect.

Server IP IP address of the AgileConnect system
connected to the energy efficiency
gateway.
To configure the IP address, run the
15.29 hes-server command.

Server Port Port number of the AgileConnect
system connected to the energy
efficiency gateway.
To configure the IP address, run the
15.29 hes-server command.

ServerBakIP Backup IP address of the AgileConnect
system connected to the energy
efficiency gateway.

DHCP DHCP is enabled.
NOTE

Currently, this parameter cannot be
configured.
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Item Description

Local IP Local IP address.
NOTE

Currently, this parameter cannot be
configured.

Local Netmask Local network mask.
NOTE

Currently, this parameter cannot be
configured.

Local Gateway Local gateway IP address.
NOTE

Currently, this parameter cannot be
configured.

DNS IP address of a DNS server.
NOTE

Currently, this parameter cannot be
configured.

 

Related Topics
15.29 hes-server

15.6 display m2m-gateway long-latitude

Function

The display m2m-gateway long-latitude command displays the longitude and
latitude of the device.

Format

display m2m-gateway long-latitude

Parameters
None

Views

All views

Default Level

1: Monitoring level
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Usage Guidelines

You can run the display m2m-gateway long-latitude command to check
whether the longitude and latitude of the device are correct.

Example

# Display the longitude and latitude of the device.

<Huawei> display m2m-gateway long-latitude
long-latitude config:                      
longitude: east  129.542144              
latitude : south  12.000000  

Table 15-3 Description of the display m2m-gateway long-latitude command
output

Item Description

longitude Configured longitude.
To set the longitude, run the 15.30
longitude-latitude command.

latitude Configured latitude.
To set the latitude, run the 15.30
longitude-latitude command.

 

Related Topics
15.30 longitude-latitude

15.7 display m2m-gateway statistics

Function

The display m2m-gateway statistics command displays received and sent packet
statistics and rate on the device functioning as an energy efficiency gateway.

Format

display m2m-gateway statistics

Parameters
None

Views

All views
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Default Level

1: Monitoring level

Usage Guidelines

To check whether the device is busy processing energy efficiency services or to
locate a fault, you can run the display m2m-gateway statistics command to
view packet statistics and rate on the device.

Example

# Display packet statistics on the device.

<Huawei> display m2m-gateway statistics
 M2M-Gateway Packet Statistics:                                                 
  Statistics From Server      : 0                                               
  Statistics To Server        : 17                                              
  Statistics From Zigbee      : 27                                              
  Statistics To Zigbee        : 27                                              
                                                                                
  Statistics failed to Zigbee : 0                                               
  Statistics failed to Server : 0                                               
                                                                                
                                                                                
 M2M-Gateway Packet Rate:                                                       
  Rate From Server            : 0                                               
  Rate To Server              : 2                                               
  Rate From Zigbee            : 2                                               
  Rate To Zigbee              : 2 

Table 15-4 Description of the display m2m-gateway statistics command output

Item Description

M2M-Gateway Packet Statistics Packet statistics on the device.

Statistics From Server Statistics about the packets sent from
an AgileConnect system to the device.

Statistics To Server Statistics about the packets sent from
the device to an AgileConnect system.

Statistics From Zigbee Statistics about the packets sent from
a smart terminal to the device through
a ZigBee channel.

Statistics To Zigbee Statistics about the packets sent from
the device to a smart terminal through
a ZigBee channel.

Statistics failed to Zigbee Statistics about the packets that fail to
be sent from the device to an smart
terminal through a ZigBee channel.

Statistics failed to Server Statistics about the packets that fail to
be sent from the device to an
AgileConnect system.
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Item Description

M2M-Gateway Packet Rate Packet rate on the device.

Rate From Server Rate at which an AgileConnect system
sends packets to the device.

Rate To Server Rate at which the device sends packets
to an AgileConnect system.

Rate From Zigbee Rate at which a smart terminal sends
packets to the device through a ZigBee
channel.

Rate To Zigbee Rate at which the device sends packets
to a smart terminal through a ZigBee
channel.

 

Related Topics
15.33 reset m2m-gateway statistics

15.8 display m2m-gateway status

Function

The display m2m-gateway status command displays the status of the connection
between the device and an AgileConnect.

Format

display m2m-gateway status

Parameters
None

Views

All views

Default Level

1: Monitoring level

Usage Guidelines

After the IP address and port number of an AgileConnect are configured on the
device, you can run the display m2m-gateway status command to view the
status of the connection between the device and the AgileConnect.
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Example
# Display the status of the connection between an energy efficiency gateway and
an AgileConnect.

<Huawei> display m2m-gateway status
[M2MGateway System Version]: 
V200R008C20B310               
     
[M2M Gateway Information]:      
 Gateway Id        : D6F00052AE468     
 Auth Mode         : disabled   
 Encrypt Mode      : disabled  NONE 
 Upstream Mode     : enabled    
 Upstream Max Size : 1024 KB    
 Upstream Send Wait: 10 MS      
 Connection State  : certified  
 Reconnect Flag    : enabled    
 Permit Join       : disabled         
[SESSION LIST]:                 
[1] serverIp = 192.168.1.2, socketId = 1, connState = 7  

Table 15-5 Description of the display m2m-gateway status command output

Item Description

M2MGateway System Version System software version of an energy
efficiency gateway.

M2M Gateway Information Connection information of the energy
efficiency gateway.

Gateway Id ID of the energy efficiency gateway.

Auth Mode Whether authentication between the
device and AgileConnect is enabled:
● enabled: Authentication between

the device and AgileConnect is
enabled.

● disabled: Authentication between
the device and AgileConnect is
disabled.

To configure authentication between
the device and AgileConnect, run the
15.1 authentication mode command.
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Item Description

Encrypt Mode Whether Encrypt tunnel between the
device and AgileConnect is enabled,
and the encrypt type. Encrypt mode:
● enabled: Encrypt tunnel between

the device and AgileConnect is
enabled.

● disabled: Encrypt tunnel between
the device and AgileConnect is
disabled.

Encrypt type:
● AES256: AES256 encrypt.
● NONE: No encrypt.

Upstream Mode Whether the uplink buffer of the
device is enabled:
● enabled: The uplink buffer of the

device is enabled.
● disabled: The uplink buffer of the

device is disabled.
To configure authentication between
the device and AgileConnect, run the
15.39 upstream-cache mode
command.

Upstream Max Size Size of the uplink buffer.
To configure the size of the uplink
buffer, run the 15.38 upstream-cache
cache-size wait-time command.

Upstream Send Wait Interval for sending buffered data.
To configure the interval for sending
buffered data, run the 15.38
upstream-cache cache-size wait-
time command.
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Item Description

Connection State Status of the connection between the
energy efficiency gateway and an
AgileConnect:
● init: The connection is initialized.
● disconnected: The connection is

torn down.
● connecting: The connection is being

set up.
● connected: The two devices have

been connected.
● registering: The connection is being

registered.
● registered: The connection is

successfully registered.
● certified: The connection passes

authentication.
● idle: The connection is idle.

Reconnect Flag Reconnection flag of the energy
efficiency gateway:
● enabled: reconnection
● disabled: non-reconnection

Permit Join Whether authorized network access is
enabled:
● enabled: Authorized network access

is enabled.
● disabled: Authorized network access

is disabled.
To configure authorized network
access, run the 15.43 zigbee-network
permit-join command.

SESSION LIST Connection session list. Currently, only
one session process is supported.

serverIp IP address of the AgileConnect
connected to the energy efficiency
gateway.
To configure the IP address, run the
15.29 hes-server command.

socketId Socket ID created for the connection
between the energy efficiency gateway
and an AgileConnect.
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Item Description

connState Status code of the connection between
the energy efficiency gateway and an
AgileConnect:
● 0: idle, indicating that the

connection is idle
● 1: init, indicating that the

connection is initialized
● 2: disconnected, indicating that the

connection is torn down
● 3: connecting, indicating that the

connection is being set up
● 4: connected, indicating that the

two devices have been connected
● 5: registering, indicating that the

connection is being registered
● 6: registered, indicating that the

connection is registered successfully
● 7: certified, indicating that the

connection passes authentication

 

Related Topics
15.29 hes-server
15.43 zigbee-network permit-join
15.1 authentication mode
15.39 upstream-cache mode
15.38 upstream-cache cache-size wait-time

15.9 display m2m-gateway task

Function
The display m2m-gateway task command displays the local task configuration.

Format
display m2m-gateway task { list { brief | detail } | task-id }

Huawei AR Series Access Routers
Command Reference 15 Energy Efficiency Commands

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 7766



Parameters

Parameter Description Value

list { brief | detail } Displays the local task
configuration.
● brief: displays brief

information about all
local tasks.

● detail: displays
detailed information
about all local tasks.

-

task-id Displays the
configuration of the
specified local task.

The value is an integer
that ranges from 0 to
9999999999999999999.

 

Views

All views

Default Level

1: Monitoring level

Usage Guidelines

You can run the display m2m-gateway task command to check whether the
local task configuration is correct.

Example

# Display brief information about all local tasks.

<Huawei> display m2m-gateway task list brief
Index TaskId              TaskName                        Status    LastExtTime         SuccCnt    FailCnt                   
----------------------------------------------------------------------------------------------------------------------          
    
1     51                  yzq201511                       RUNNING   2015-11-03 10:14:12   1         0                        
2     41                  AR169-4                         RUNNING   2015-11-03 10:14:13   1         0                        
3     31                  AR169-3                         RUNNING   2015-11-03 10:14:14   1         0                        
4     20                  AR169-2                         RUNNING   2015-11-03 10:14:16   1         0                        
5     120                 AR169-1                         RUNNING   2015-11-03 10:14:17   1         0                        
----------------------------------------------------------------------------------------------------------------------          
    
 Task count: 5 

Table 15-6 Description of the display m2m-gateway task list brief command
output

Item Description

Index Index of the local task list.
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Item Description

TaskId ID of the local task.

TaskName Name of the local task.

Status Status of the local task:
● DELETED: The task has been

deleted.
● STOPED: The task has been

stopped.
● RUNNING: The task is running.
● UPDATING: The task is being

updated.
● READY: The task is ready.

LastExtTime Last time the local task was executed.

SuccCnt Number of times the local task was
executed successfully.

FailCnt Number of times the local task failed
to be executed.

Task count Number of local tasks.

 

# Display detailed information about all local tasks.

<Huawei> display m2m-gateway task list detail
--------------------------------------------------------------------------------
TaskId         : 7
TaskName       : onlyYou
isBusy         : no
TaskType       : ONCE
 once.dt       : 2015-09-22 21:32:00
TaskNotify     : SimplyNotify
TaskPriority   : 2
Retrycount     : 3
RetryInterval  : 2 (s)
status         : READY
opscount       : 2
 operation  1
   devId       : 2A00216EFC000145
   opType      : getData
   idx         : 0
   delayTime   : 123
   payload     : 0x 03
 operation  2
   devId       : 2A00216EFC000145
   opType      : Control
   idx         : 1
   delayTime   : 300
   payload     : 0x 01 02 02 02
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Table 15-7 Description of the display m2m-gateway task list detail command
output

Item Description

TaskId ID of the local task.

TaskName Name of the local task.

isBusy Whether the local task is being
executed:
● yes: The task is being executed.
● no: The task is not executed.
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Item Description

TaskType Type of the local task:
● ONCE: The local task is executed at

one time.
● MINUTE: The local task is executed

at an interval that is expressed in
minutes within the specified time
range.

● DAILY: The local task is executed at
an interval that is expressed in days
within the specified time range.

● W_D: The local task is executed in
one or more days by week within
the specified time range.
For example, the local task is
executed on Monday and
Wednesday every two weeks.

● M_D: The local task is executed at
the specified month and date
within the specified time range.
For example, the local task is
executed on March 25.

● M_W_D: The local task is executed
at the specified month, week, and
day within the specified time range.
For example, the local task is
executed on Wednesday of the third
week in March.

● LON_LAT_DAILY: The local task of
calculating the sunrise and sunset
times based on the longitude and
latitude is executed by day within
the specified time range.

● LON_LAT_W_D: The local task of
calculating the sunrise and sunset
times based on the longitude and
latitude is executed in one or more
days by week within the specified
time range.

● LON_LAT_M_D: The local task of
calculating the sunrise and sunset
times based on the longitude and
latitude is executed at the specified
month and date within the
specified time range.

● LON_LAT_M_W_D: The local task of
calculating the sunrise and sunset
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Item Description

times based on the longitude and
latitude is executed at the specified
month, week, and day within the
specified time range.

once.dt Time the local task is executed.
The parameter is available only when
the value of TaskType is ONCE.

TaskNotify Mode in which the local task execution
result is notified.
The value can be only NoNotify,
indicating that the local task execution
result is not notified.

TaskPriority Priority of the local task.
The value ranges from 0 to 10. A
larger value indicates a higher priority
of a local task.

Retrycount Retry count after the local task fails to
be executed.

RetryInterval Retry interval after the local task fails
to be executed.

status Status of the local task:
● DELETED: The task has been

deleted.
● STOPED: The task has been

stopped.
● RUNNING: The task is running.
● UPDATING: The task is being

updated.
● READY: The task is ready.

opscount Number of operations in the local
task.

operation N Information about the executed nth
operation in the local task.

devId ID of the smart terminal on which the
operation is performed.

opType Operation type.

idx Operation execution sequence.

delayTime Delay between the current and next
operations.
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Item Description

payload Operation payload.

 

# Display the configuration of task 1.

<Huawei> display m2m-gateway task 1
--------------------------------------------------------------------------------
TaskId : 1 
TaskName : month 
isBusy : no 
TaskType : MINITE 
startDt : 2016-11-25 09:10:40 
endDt : 2017-12-31 12:01:01 
interval : 120 (s) 
TaskNotify : NoNotify 
TaskPriority : 1 
Retrycount : 3 
RetryInterval : 1000 (s) 
status : RUNNING 
opscount : 1 
operation 1 
devId : 2A006124A6000146 
opType : Control 
idx : 0 
delayTime : 1000 
payload : 0x 01 02 02 02 

Table 15-8 Description of the display m2m-gateway task task-id command
output

Item Description

TaskId ID of the local task.

TaskName Name of the local task.

isBusy Whether the local task is being
executed:
● yes: The task is being executed.
● no: The task is not executed.
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Item Description

TaskType Type of the local task:
● ONCE: The local task is executed at

one time.
● MINUTE: The local task is executed

at an interval that is expressed in
minutes within the specified time
range.

● DAILY: The local task is executed at
an interval that is expressed in days
within the specified time range.

● W_D: The local task is executed in
one or more days by week within
the specified time range.
For example, the local task is
executed on Monday and
Wednesday every two weeks.

● M_D: The local task is executed at
the specified month and date
within the specified time range.
For example, the local task is
executed on March 25.

● M_W_D: The local task is executed
at the specified month, week, and
day within the specified time range.
For example, the local task is
executed on Wednesday of the third
week in March.

● LON_LAT_DAILY: The local task of
calculating the sunrise and sunset
times based on the longitude and
latitude is executed by day within
the specified time range.

● LON_LAT_W_D: The local task of
calculating the sunrise and sunset
times based on the longitude and
latitude is executed in one or more
days by week within the specified
time range.

● LON_LAT_M_D: The local task of
calculating the sunrise and sunset
times based on the longitude and
latitude is executed at the specified
month and date within the
specified time range.

● LON_LAT_M_W_D: The local task of
calculating the sunrise and sunset
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Item Description

times based on the longitude and
latitude is executed at the specified
month, week, and day within the
specified time range.

startDt Scheduled start time of the local task.
The parameter is available only when
the value of TaskType is not ONCE.

endDt Scheduled end time of the local task.
The parameter is available only when
the value of TaskType is not ONCE.

execT Time the local task is executed.
The parameter is available only when
the value of TaskType is not ONCE.

interval Interval at which the local task is
executed.
The parameter is available only when
the value of TaskType is not ONCE.

TaskNotify Mode in which the local task execution
result is notified.
The value can be only NoNotify,
indicating that the local task execution
result is not notified.

TaskPriority Priority of the local task.
The value ranges from 0 to 10. A
larger value indicates a higher priority
of a local task.

Retrycount Retry count after the local task fails to
be executed.

RetryInterval Retry interval after the local task fails
to be executed.

status Status of the local task:
● DELETED: The task has been

deleted.
● STOPED: The task has been

stopped.
● RUNNING: The task is running.
● UPDATING: The task is being

updated.
● READY: The task is ready.
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Item Description

opscount Number of operations in the local
task.

operation N Information about the executed nth
operation in the local task.

devId ID of the smart terminal on which the
operation is performed.

opType Operation type.

idx Operation execution sequence.

delayTime Delay between the current and next
operations.

payload Operation payload.

 

Related Topics
15.36 task update task-name

15.10 display m2m-gateway task list group-task

Function
The display m2m-gateway task list group-task command displays the list of all
conflicting tasks of the current day.

Format
display m2m-gateway task list group-task

Parameters
None

Views
All views

Default Level
1: Monitoring level

Usage Guidelines
You can run this command to check the list of all conflicting tasks of the current
day, including the task ID, ID of the smart terminal for which the task is executed,
and group that the task belongs to.
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Example
# Display the list of all conflicting tasks of the current day.
<Huawei> display m2m-gateway task list group-task
--------------------------------------------------------------------- 
Task Group Id: 0                 
    Device Id: 0X1300B136CB000485
      Task Id: 3        
      Task Id: 6        
    Device Id: 0X1300B136CB000632
      Task Id: 3                 
      Task Id: 8                 
---------------------------------------------------------------------

Table 15-9 Description of the display m2m-gateway task list group-task
command output

Item Description

Task Group Id ID of the group that the conflicting
task belongs to.

Device Id ID of the smart terminal for which the
conflicting task is executed.

Task Id ID of the conflicting task.

 

15.11 display m2m-gateway task list optimal-task

Function
The display m2m-gateway task list optimal-task command displays the list of
optimal tasks of the current day.

Format
display m2m-gateway task list optimal-task

Parameters
None

Views
All views

Default Level
1: Monitoring level

Usage Guidelines
Among conflicting tasks of the current day, the task with the highest priority is the
optimal task. You can run this command to check the list of optimal tasks of the
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current day, including the task ID, ID of the smart terminal for which the task is
executed, and group that the task belongs to.

Example
# Display the task of optimal tasks of the current day.

<Huawei> display m2m-gateway task list optimal-task
---------------------------------------------------------------------    
Task Group Id: 0           
    Device Id: 0X1300B136CB000485      Optimal Task Id: 9            
    Device Id: 0X1300B136CB000632      Optimal Task Id: 9    

Table 15-10 Description of the display m2m-gateway task list optimal-task
command output

Item Description

Task Group Id ID of the group that the optimal task
belongs to.

Device Id ID of the smart terminal for which the
optimal task is executed.

Task Id ID of the optimal task.

 

15.12 display m2m-gateway task list statistics

Function
The display m2m-gateway task list statistics command displays statistics on
local tasks.

Format
display m2m-gateway task list statistics

Parameters
None

Views
All views

Default Level
1: Monitoring level

Usage Guidelines
You can run this command to check statistics on local tasks, including the number
of created tasks and numbers of various scheduled tasks.
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Example

# Display statistics on local tasks.

<Huawei> display m2m-gateway task list statistics
 M2M-Gateway Task List Statistics:                         
  MaxLimit TaskCnt                           : 2096                   
  Total TaskCnt                              : 2                            
  Once PlanCnt                               : 0                                  
  Minute PlanCnt                             : 0                                
  Daily PlanCnt                              : 2                           
  Week Day PlanCnt                           : 0                                       
  Month Day PlanCnt                          : 0                            
  Month Week Day PlanCnt                     : 0                                 
  Mutual Exclusion Daily PlanCnt             : 0                                     
  Mutual Exclusion Week Day PlanCnt          : 0                                  
  Mutual Exclusion Month Day PlanCnt         : 0                              
  Mutual Exclusion Month Week Day PlanCnt    : 0 
  Longitude Latitude Day PlanCnt             : 0                               
  Longitude Latitude Week Day PlanCnt        : 0                                       
  Longitude Latitude Month Day PlanCnt       : 0                               
  Longitude Latitude Month Week Day PlanCnt  : 0 

Table 15-11 Description of the display m2m-gateway task list statistics
command output

Item Description

M2M-Gateway Task List Statistics Statistics on local tasks.

MaxLimit TaskCnt Number of local tasks that can be
created.

Total TaskCnt Number of local tasks.

Once PlanCnt Number of one-time tasks.

Minute PlanCnt Number of scheduled tasks by minute.

Daily PlanCnt Number of scheduled tasks by day.

Week Day PlanCnt Number of scheduled tasks by day and
week.

Month Day PlanCnt Number of scheduled tasks by day and
month.

Month Week Day PlanCnt Number of scheduled tasks by day,
week, and month.

Mutual Exclusion Daily PlanCnt Number of conflicting scheduled tasks
by day.

Mutual Exclusion Week Day PlanCnt Number of conflicting scheduled tasks
by day and week.

Mutual Exclusion Month Day PlanCnt Number of conflicting scheduled tasks
by day and month.

Mutual Exclusion Month Week Day
PlanCnt

Number of conflicting scheduled tasks
by day, week, and month.
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Item Description

Longitude Latitude Day PlanCnt Number of LON_LAT_DAILY tasks.
LON_LAT_DAILY: The local task of
calculating the sunrise and sunset
times based on the longitude and
latitude is executed by day within the
specified time range.

Longitude Latitude Week Day PlanCnt Number of LON_LAT_W_D tasks.
LON_LAT_W_D: The local task of
calculating the sunrise and sunset
times based on the longitude and
latitude is executed in one or more
days by week within the specified time
range.

Longitude Latitude Month Day
PlanCnt

Number of LON_LAT_M_D tasks.
LON_LAT_M_D: The local task of
calculating the sunrise and sunset
times based on the longitude and
latitude is executed at the specified
month or date within the specified
time range.

Longitude Latitude Month Week Day
PlanCnt

Number of LON_LAT_M_W_D tasks.
LON_LAT_M_W_D: The local task of
calculating the sunrise and sunset
times based on the longitude and
latitude is executed at the specified
month, week, or day within the
specified time range.

 

Related Topics
15.9 display m2m-gateway task

15.13 display m2m-gateway task schedule

Function

The display m2m-gateway task schedule command displays scheduling
information about local tasks.

Format

display m2m-gateway task schedule
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Parameters
None

Views

All views

Default Level

1: Monitoring level

Usage Guidelines

Each day is represented by 24 points and each point represents one hour; one
hour is represented by 30 points and each point represents 120s. When you run
the display m2m-gateway task schedule command to check scheduling
information about local tasks, if the value of a point is 1, tasks need to be
executed within the specified period. If the value of a point is 0, tasks do not need
to be executed within the specified period.

Example

# Display scheduling information about local tasks.

<Huawei> display m2m-gateway task schedule
------------------------------------------------------------------------------- 
startDt         : 2015-10-22 19:38:02                                           
curDt           : 2015-10-23 00:00:10                                           
curHourProgress : 11                                                            
curMinProgress  : 0            
HOUR POINTS: as follow(0x):                                                     
0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0                                 
MINUTE POINTS: as follow                                                        
00:00 | 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0             
01:00 | 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0             
02:00 | 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0             
03:00 | 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0             
04:00 | 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0             
05:00 | 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0             
06:00 | 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0             
07:00 | 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0             
08:00 | 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0             
09:00 | 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0             
10:00 | 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0             
11:00 | 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0             
12:00 | 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0             
13:00 | 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0             
14:00 | 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0             
15:00 | 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0             
16:00 | 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0             
17:00 | 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0             
18:00 | 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0             
19:00 | 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0             
20:00 | 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0             
21:00 | 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0             
22:00 | 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0             
23:00 | 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0             
------------------------------------------------------------------------------- 
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Table 15-12 Description of the display m2m-gateway task schedule command
output

Item Description

startDt First time the task scheduling table
was generated in the system.

curDt First time the task scheduling table
was generated in the current day.

curHourProgress Point corresponding to the hour in the
current time.

curMinProgress Point corresponding to the minute in
the current time.

HOUR POINTS: as follow(0x) Whether tasks need to be executed in
each hour of a day. The value 1
indicates that tasks need to be
executed, and the value 0 indicates
that tasks do not need to be executed.
The first time on the left is 00:00, the
second time is 01:00, and so on.

MINUTE POINTS: as follow Whether tasks need to be executed at
every 120s in each hour of a day. The
value 1 indicates that tasks need to be
executed, and the value 0 indicates
that tasks do not need to be executed.
The first time range on the left is
00:00-01:59, the second time is
02:00-03:59, and so on.

 

Related Topics
15.9 display m2m-gateway task

15.14 display m2m-gateway tsvr-server status

Function
The display m2m-gateway tsvr-server status command displays the status of all
smart terminals on the network.

Format
display m2m-gateway tsvr-server status

Parameters
None
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Views

All views

Default Level

1: Monitoring level

Usage Guidelines

To check the status of smart terminals on the network, including their IDs, IP
addresses, and port numbers, run this command.

Example

# Display the status of smart terminals on the network.

<Huawei> display m2m-gateway tsvr-server status
[M2M Gateway Tsvr server status]:                                               
 Tsvr Server Flag   : enable                                                    
 Tsvr Encrypt Mode  : enable                                                    
 Tsvr Server IP     : 10.138.138.201                                            
 Tsvr Server Port   : 7001                                                      
 Tsvr Server Socket : 1 
[SESSION LIST]:
[1] clientId = 8900000000000093, clientIp = 10.138.138.168, clientPort = 30204, socketId = 3,upflow = 54 B, 
downflow = 27 B

Table 15-13 Description of the display m2m-gateway tsvr-server status
command output

Item Description

[M2M Gateway Tsvr server status] Status of the device that functions as a
TSVR server.

Tsvr Server Flag Whether to enable TSVR.
● enable: TSVR is enabled.
● disable: TSVR is not enabled.

Tsvr Encrypt Mode Whether to enable authentication
between the device and smart
terminals.
● enabled: Authentication between

the device and smart terminals is
enabled.

● disabled: Authentication between
the device and AgileConnect is not
enabled.

Tsvr Server IP IP address of the TSVR server.

Tsvr Server Port Port number of the TSVR server.
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Item Description

Tsvr Server Socket Socket used by the device to
communicate with smart terminals
through Ethernet.

[SESSION LIST] Session list.

clientId ID of the smart terminal.

clientIp IP address of the smart terminal,
which is used for communication with
the device.

clientPort Port number of the smart terminal,
which is used for communication with
the device.

socketId Socket ID.

upflow Volume of uplink traffic, which is
transmitted from the smart terminal to
the device.

downflow Volume of downlink traffic, which is
transmitted from the device to the
smart terminal.

 

15.15 display m2m-gateway timer-join-network

Function

The display m2m-gateway timer-join-network command displays the
configuration of scheduled authorized network access.

NO TE

Only AR502EGRz-Lc and AR502EGRz-L support this command.

Format

display m2m-gateway timer-join-network

Parameters
None

Views

All views
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Default Level
1: Monitoring level

Usage Guidelines
After scheduled authorized network access is enabled, you can run this command
to check the configuration.

Example
# Display the configuration of scheduled authorized network access.

<Huawei> display m2m-gateway timer-join-network
TimerJoinNetwork config       
timer : 12:12:12          
time  : 240          
status: enable        
LastExecTime : 2015-09-27 12:44:02 

Table 15-14 Description of the display m2m-gateway timer-join-network
command output

Item Description

timer Time of scheduled authorized network
access.
To set the time of scheduled
authorized network access, run the
15.46 zigbee-network timer-join-
network command.

time Time range of scheduled authorized
network access.
To set the time range of scheduled
authorized network access, run the
15.46 zigbee-network timer-join-
network command.

status Scheduled authorized network access
status:
● enable: Scheduled authorized

network access is enabled.
● disable: Scheduled authorized

network access is disabled.

LastExecTime Last time scheduled authorized
network access was enabled.

 

Related Topics
15.47 zigbee-network timer-join-network enable
15.46 zigbee-network timer-join-network
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15.16 display m2m-gateway upgrade current

Function

The display m2m-gateway upgrade current command displays information
about remote upgrade tasks.

Format
display m2m-gateway upgrade current

Parameters
None

Views
All views

Default Level

1: Monitoring level

Usage Guidelines
You can use the AgileConnect to remotely upgrade smart terminals and run this
command to check information about remote upgrade tasks, including the
upgrade task status, upgrade file version, smart terminal ID, and upgrade progress.

Example

# Display information about remote upgrade tasks.

<Huawei> display m2m-gateway upgrade current
---------------------------------------------------------------------------------------------------- 
UpgradeID : 31 
UpgradeStatus : Finish 
UpgradeVersion : 0x270a0133 
DeviceID : 2E00216EFC000222 PercentProcess : 100 Result : STOP 
---------------------------------------------------------------------------------------------------- 
UpgradeTask count: 1
----------------------------------------------------------------------------------------------------  

Table 15-15 Description of the display m2m-gateway upgrade current
command output

Item Description

UpgradeID ID of the upgrade task.
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Item Description

UpgradeStatus Upgrade status:
● Running: Smart terminals are being

upgraded.
● Stop: The upgrade is terminated.
● Finish: The upgrade is successful.
● None: No smart terminal is

upgraded.

UpgradeVersion Version of the upgrade file.

DeviceID ID of the smart terminal.

PercentProcess Upgrade progress. The value ranges
from 0 to 100.

Result Upgrade result:
● NOT: No smart terminal is

upgraded.
● RECIVECMD: Upgrade instructions

are received.
● UPGRADING: Smart terminals are

being upgraded.
● STOP: The upgrade is terminated.
● SUCCESS: The upgrade is successful.
● UNKNOW: The upgrade status is

unknown.

UpgradeTask count Number of upgrade tasks.

 

15.17 display m2m-gateway upstream communication
style

Function

The display m2m-gateway upstream communication style command displays
the type of communication between the device and AgileConnect.

Format

display m2m-gateway upstream communication style

Parameters
None
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Views

All views

Default Level

1: Monitoring level

Usage Guidelines

You can run this command to view the uplink communication type of the device
that processes energy efficiency services.

Example

# Display the type of communication between the device and AgileConnect.

<Huawei> display m2m-gateway upstream communication style
Upstream communication style: none 

Table 15-16 Description of the display m2m-gateway upstream communication
style command output

Item Description

Upstream communication style Type of communication between the
device serving as an energy efficiency
gateway and the AgileConnect, which
includes:
● none: The device is not connected

to the AgileConnect.
● 3g-or-lte: The device communicates

with the AgileConnect through 3G
or LTE links.

● ethernet: The device communicates
with the AgileConnect through
Ethernet links.

 

15.18 display m2m-gateway upstream statistics

Function

The display m2m-gateway upstream statistics command displays statistics on
traffic between the device and AgileConnect.

Format

display m2m-gateway upsteam { all | year | month | date } statistics
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Parameters
Parameter Description Value

upsteam { all | year |
month | date }

Specifies the time mode
for collecting statistics
on uplink traffic. all
indicates statistics on all
traffic, year indicates
statistics on uplink traffic
by year, month indicates
statistics on uplink traffic
by month, and date
indicates statistics on
uplink traffic by date.

_

 

Views
All views

Default Level
1: Monitoring level

Usage Guidelines
You can run this command to check statistics on uplink traffic of energy efficiency
services processed by the device and the specified threshold.

Example
# Display traffic statistics on the device.

<Huawei> display m2m-gateway upstream month statistics
 M2M-Gateway Upstream Flow Statistics:                                                                                              
  Month statistic      :                                                                                                            
      Threshold        :      30000 KB                                                                                              
      2017-04          :   10405336 KB                                                                                              
      2017-03          :          0 KB                                                                                              
      2017-02          :          0 KB                                                                                              
      2017-01          :          0 KB                                                                                              
      2016-12          :          0 KB                                                                                              
      2016-11          :          0 KB                                                                                              
      2016-10          :          0 KB                                                                                              
      2016-09          :          0 KB                                                                                              
      2016-08          :          0 KB                                                                                              
      2016-07          :          0 KB                                                                                              
      2016-06          :          0 KB                                                                                              
      2016-05          :          0 KB  
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Table 15-17 Description of the display m2m-gateway upstream statistics
command output

Item Description

M2M-Gateway Upstream Flow
Statistics

Statistics on uplink traffic of the
energy efficiency gateway.

Month statistic Traffic statistics by month.

Threshold Monthly traffic threshold.

2017-04 : 10405336 KB Month for which traffic statistics are
collected and traffic volume (in KB).

 

Related Topics
15.33 reset m2m-gateway statistics

15.19 display m2m-gateway whitelist

Function
The display m2m-gateway whitelist command displays whitelist information.

Format
display m2m-gateway whitelist

Parameters
None

Views
All views

Default Level
1: Monitoring level

Usage Guidelines
After smart terminals are added to a whitelist, you can run this command to check
the smart terminal list in the whitelist.

Example
# Display whitelist information.

<Huawei> display m2m-gateway whitelist
 WhiteList                                                                   
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--------------------------------------------------------------------------------         
Index Device Type       Mac     DeviceId            Status                     
--------------------------------------------------------------------------------          
1     HWSS              0x0000  1300B136CB000486    NotJoin          
2     HWWS2             0xf753  240013917F300641    Online           
3     HWMVRDC           0x0f70  2B0012F111000181    Online         
4     HWSS              0x6ab4  1300B136CB000725    Online       
5     HWSS              0x0000  1300B136CB000455    NotJoin           
6     HWSS              0x716b  1300B136CB000475    Online        
7     HWSS              0xb752  1300B136CB000485    Online              
8     HWTLS32A          0x0000  0700B136CB001481    Offline           
9     HWWS2             0x0000  240013917F303046    NotJoin        
10    HWOD              0x5610  01001E71EE000091    Online            
11    HWIRR             0x0000  280012F111000197    NotJoin          
12    HWWS2             0x1771  240013917F300690    Online            
13    HWBMCD            0x0000  260013917F304620    Offline          
14    HWWS2             0xde67  240013917F302902    Online               
--------------------------------------------------------------------------------         
Online count: 8                     Total count: 14 

Table 15-18 Description of the display m2m-gateway whitelist command output

Item Description

Whitelist Whitelist that contains smart
terminals.

Index Index of the smart terminal in the
whitelist.

Device Type Type of the smart terminal in the
whitelist.

Mac MAC address of the smart terminal in
the whitelist.

DeviceId ID of the smart terminal in the
whitelist.
To add smart terminals to a whitelist,
run the 15.44 zigbee-network
permit-join whitelist command.

Status Status of the smart terminal in the
whitelist:
● Online: The smart terminal is

online.
● Offline: The smart terminal is

offline.
● NotJoin: The smart terminal is not

connected to the network.

Online count Number of online smart terminals in
the whitelist.

Total count Number of smart terminals in the
whitelist.
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Related Topics
15.44 zigbee-network permit-join whitelist

15.20 display firmware process

Function

The display firmware process command displays the upgrade process of a smart
terminal

NO TE

Only AR502EGRz-Lc and AR502EGRz-L support this command.

Format

display firmware process { mac-address | hwarc | hwbmcd | hwdgcp | hwgem |
hwirr | hwmvrdc | hwod | hwscd | hwsgcp | hwss | hwtc | hwths | hwtls32a |
others }

Parameters

Parameter Description Value

mac-address Displays the upgrade
process of a smart terminal
with the specified MAC
address.

The value is a
hexadecimal integer
that ranges from 0x1
to 0xFFFF.

hwarc Displays the upgrade
process of the air refresh
controller.

-

hwbmcd Displays the upgrade
process of the brightness
movement combo detector.

-

hwdgcp Displays the upgrade
process of the two-way
switch.

-

hwgem Displays the upgrade
process of the general
expansion module.

-

hwirr Displays the upgrade
process of the IR repeater.

-

hwmvrdc Displays the upgrade
process of the MVRD
controller.

-
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Parameter Description Value

hwod Displays the upgrade
process of the object
detector.

-

hwscd Displays the upgrade
process of the single-
controlled dimmer.

-

hwsgcp Displays the upgrade
process of the one-way
switch.

-

hwss Displays the upgrade
process of the smart
socket.

-

hwths Displays the upgrade
process of the temperature
and humidity sensor.

-

hwtc Displays the upgrade
process of the traffic
counter.

-

hwtls32a Displays the upgrade
process of the three-phase
load switch (32 A).

-

others Displays the upgrade
process of other terminals.

-

 

Views
All views

Default Level

1: Monitoring level

Usage Guidelines
None

Example

# Display the upgrade process of a smart terminal with the MAC address of
0x1234.

<Huawei> display firmware process 0x1234
Info: Upgrade FJ sta process 100% mac 0x1234

Info: Upgrade FJ sta mac 0x1234 complete!
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Related Topics
15.24 firmware upgrade channel-type zigbee remote
15.27 firmware upgrade stop

15.21 display zigbee link-key-using

Function
The display zigbee link-key-using command displays the key for communication
between the device and smart terminals.

NO TE

Only AR502EGRz-Lc and AR502EGRz-L support this command.

Format
display zigbee link-key-using

Parameters
None

Views
All views

Default Level
1: Monitoring level

Usage Guidelines
None

Example
# Display the key for communication between the device and smart terminals.
<Huawei> display zigbee link-key-using
current zigbee link-key type: Huawei 
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Table 15-19 Description of the display zigbee link-key-using command output

Item Description

current zigbee link-key type Key for communication between the
device and smart terminals, which can
be Huawei, Silabs Default, or
Custom.
To configure the key for
communication between the device
and smart terminals, run the 15.3
authentication zigbee link-key
command.

 

Related Topics
15.3 authentication zigbee link-key

15.22 encrypt mode disable

Function
The encrypt mode disable command disables encryption of the tunnel between
an AR and a AgileConnect.

By default, encryption of a tunnel is enabled.

Format
encrypt mode disable

Parameters
None

Views
m2m-gateway view

Default Level
3: Management level

Usage Guidelines
You can run the command to disable encryption of the tunnel between a gateway
and the AgileConnect.

Example
# Disable encryption of the tunnel between a gateway and the AgileConnect.
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<Huawei> system-view
[Huawei] m2m-gateway
[Huawei-m2m-gateway] encrypt mode disable
Info: Set Encryption Mode Disable Successfully!

15.23 encrypt type

Function
The encrypt type command specifies the encryption type of the communication
between a gateway and the AgileConnect.

Format
encrypt type type-name

Parameters

Parameter Description

type-name

Views
m2m-gateway

Default Level
3: Management level

Usage Guidelines
Encryption is enabled on the tunnel between a gateway and the AgileConnect to
protect data against theft. Currently only the AES256 encryption algorithm is
supported.

Example
# Set the encryption type of the communication between a gateway and the
AgileConnect to AES256.
<Huawei> system
[Huawei] m2m-gateway
[Huawei-m2m-gateway] encrypt type aes256
Info: Set Encryption Type AES256 Successfully!   

15.24 firmware upgrade channel-type zigbee remote

Function
The firmware upgrade channel-type zigbee remote command upgrades the
remote smart terminal on the ZigBee network.
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NO TE

Only AR502EGRz-Lc and AR502EGRz-L support this command.

Format

firmware upgrade channel-type zigbee remote { all | mac-address } { hwarc |
hwbmcd | hwdgcp | hwgem | hwirr | hwmvrdc | hwod | hwscd | hwsgcp | hwss |
hwtc | hwths | hwtls32a | others } file-name

firmware upgrade channel-type zigbee remote mac-address &<1-10> { hwarc |
hwbmcd | hwdgcp | hwgem | hwirr | hwmvrdc | hwod | hwscd | hwsgcp | hwss |
hwtc | hwths | hwtls32a | others } file-name

Parameters

Parameter Description Value

all Indicates all remote smart terminals. -

mac-address Specifies the MAC address of the remote
smart terminal.

The value is a
hexadecimal integer
that ranges from 0x1
to 0xFFFF.

hwarc Specifies the air refresh controller to be
upgraded.

-

hwbmcd Specifies the brightness movement combo
detector to be upgraded.

-

hwdgcp Specifies the two-way switch to be
upgraded.

-

hwgem Specifies the general expansion module to
be upgraded.

-

hwirr Specifies the IR repeater to be upgraded. -

hwmvrdc Specifies the MVRD controller to be
upgraded.

-

hwod Specifies the object detector to be
upgraded.

-

hwscd Specifies the single-controlled dimmer to
be upgraded.

-

hwsgcp Specifies the one-way switch to be
upgraded.

-

hwss Specifies the smart socket to be upgraded. -

hwths Specifies the temperature and humidity
sensor to be upgraded.

-

hwtc Specifies the traffic counter to be
upgraded.

-
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Parameter Description Value

hwtls32a Specifies the three-phase load switch (32
A) to be upgraded.

-

others Specifies another terminal to be upgraded. -

file-name Specifies the name of the software to be
upgraded.

The value is a string of
1 to 64 case-sensitive
characters without
spaces.

Views
System view

Default Level
2: Configuration level

Usage Guidelines

When the version of the smart terminal is different from the version of the ZigBee
subcard version on the device or needs to be upgraded, run this command.

Example

# Upgrade the traffic counter with the MAC address of 0x1234 through the
upgrade software V270A0115T0126.ota.

<Huawei> system-view                                               
[Huawei] firmware upgrade channel-type zigbee remote 0x1234 hwtc V270A0115T0126.ota 
Info: The succesfully upgraded device will reboot to make the upgrade take effect. Continue?[y/n]: y
Info: Do not power off or reboot the device during the upgrade in case of an unexpected 
failure!                                                                
                                                                                
Info: Wait a moment while upgrading! Upgrade state 2

Related Topics
15.20 display firmware process
15.27 firmware upgrade stop

15.25 firmware upgrade channel-type zigbee local

Function

The firmware upgrade channel-type zigbee local command upgrades the
ZigBee daughter card on the device.

NO TE

Only AR502EGRz-Lc and AR502EGRz-L support this command.
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Format

firmware upgrade channel-type zigbee local zigbee-ebl [ file-name ]

Parameters

Parameter Description Value

zigbee-ebl The upgrade file of ZigBee daughter
card.

-

file-name Specifies the upgrade file name. The value is a string of 1 to 64
characters.

Views
System view

Default Level
2: Configuration level

Usage Guidelines

When the ZigBee daughter card version on the device needs to be upgraded or
does not match the version of Fenjin smart switches, you can use the firmware
upgrade channel-type command.

Example

# Upgrade the ZigBee daughter card version on the device.

<Huawei> system-view                                               
[Huawei] firmware upgrade channel-type zigbee local zigbee-ebl 
Info: The succesfully upgraded device will reboot to make the upgrade take effect. Continue?[y/n]: y
Info: Do not power off or reboot the device during the upgrade in case of an unexpected failure! 

INFO: reading upg file...

15.26 firmware upgrade channel-type zigbee erase
flash

Function

The firmware upgrade channel-type zigbee erase flash command erases the
flash memory of smart terminals.

NO TE

Only AR502EGRz-Lc and AR502EGRz-L support this command.
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Format

firmware upgrade channel-type zigbee { all | hwarc | hwbmcd | hwcc | hwdgcp
| hwgem | hwirr | hwmvrdc | hwod | hwscd | hwsgcp | hwslc | hwss | hwtc |
hwths | hwtls32a | others | mac-address } erase flash

Parameters

Parameter Description Value

all Erases the flash memory of smart terminals. -

hwarc Erases the flash memory of the fresh air
controller.

-

hwbmcd Erases the flash memory of the brightness
movement combo detector.

-

hwcc Erases the flash memory of the curtain
controller.

-

hwdgcp Erases the flash memory of the two-way
switch.

-

hwgem Erases the flash memory of the general
expansion module.

-

hwirr Erases the flash memory of the infrared
controller.

-

hwmvrdc Erases the flash memory of the ducted type
air conditioner controller.

-

hwod Erases the flash memory of the object
detector.

-

hwscd Erases the flash memory of the single-
controller dimmer.

-

hwsgcp Erases the flash memory of the one-way
switch.

-

hwslc Erases the flash memory of the street lamp
controller.

-

hwss Erases the flash memory of the smart socket. -

hwtc Erases the flash memory of the traffic counter. -
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Parameter Description Value

hwths Erases the flash memory of the temperature
and humidity sensor.

-

hwtls32a Erases the flash memory of the three-phase
load switch (32A).

-

others Erases the flash memory of other smart
terminals.

-

mac-address Erases the flash memory of a smart terminal
with the specified MAC address.

The value is a 4-
digit hexadecimal
number ranging
from 0x0001 to
0xFFFF.

Views

System view

Default Level

3: Management level

Usage Guidelines

The upgrade of a smart terminal may be stopped and failed due to causes such as
network faults. When the smart terminal is required to be upgraded to another
target version, it is recommended that the flash memory of the smart terminal be
erased to delete remaining files due to upgrade failure. If the smart terminal is
required to be upgraded to the original target version, this command is not
required.

Example

# Erase the flash memory of the smart socket.

<Huawei> system-view
[Huawei] m2m-gateway
[Huawei-m2m-gateway] firmware upgrade channel-type zigbee hwss erase flash 
Device 0x8635 erase flash success  

15.27 firmware upgrade stop

Function

The firmware upgrade stop command stops the upgrade processes of all Fenjin
smart switches.
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NO TE

Only AR502EGRz-Lc and AR502EGRz-L support this command.

Format

firmware upgrade stop

Parameters
None

Views
System view

Default Level
2: Configuration level

Usage Guidelines

When you find that the target version is incorrect after you run the 15.24
firmware upgrade channel-type zigbee remote command to upgrade a Fenjin
smart switch, you can run the firmware upgrade stop command to stop the
upgrade process. After the upgrade process is stopped, the Fenjin smart switch
uses the source version.

Example

# Stop the upgrade processes of all Fenjin smart switches.

<Huawei> system-view                                               
[Huawei] firmware upgrade stop 

Related Topics
15.20 display firmware process
15.24 firmware upgrade channel-type zigbee remote

15.28 hes-bakserver

Function

The hes-bakserver command configures the IP address and port number of the
standby AgileConnect.

The undo hes-server command restores the default IP address and port number
of the standby AgileConnect.

By default, the IP address of the standby AgileConnect is not configured and the
default port number is 7001.
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Format

hes-bakserver ip-address [ port port-num ]

undo hes-bakserver

Parameters

Parameter Description Value

ip-address Specifies the IP address
of the standby
AgileConnect.

The value is in dotted
decimal notation.
The value cannot be
0.0.0.0, or a broadcast or
multicast address.

port port-num Specifies the port
number of the standby
AgileConnect.

The value is an integer
that ranges from 1 to
65535.

 

Views

M2M gateway view

Default Level

3: Management level

Usage Guidelines

You can configure the active and standby AgileConnects. When the device fails to
connect to the current AgileConnect, the device will attempt to connect to another
AgileConnect. This improves the reliability of the connection between the device
and AgileConnect.

Example

# Set the IP address and port number of the standby AgileConnect to 10.1.1.10
and 7001, respectively.

<Huawei> system-view
[Huawei] m2m-gateway
[Huawei-m2m-gateway] hes-bakserver 10.1.1.10 port 7001

Related Topics
15.5 display m2m-gateway configuration

15.29 hes-server

Huawei AR Series Access Routers
Command Reference 15 Energy Efficiency Commands

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 7802



Function

The hes-server command configures the IP address and port number of an
AgileConnect.

The undo hes-server command restores the default settings.

By default, no IP address is configured for an AgileConnect. The default port
number is 7001.

Format

hes-server ip-address [ port port-num ]

undo hes-server

Parameters

Parameter Description Value

ip-address Specifies the IP address
of an AgileConnect.

The value is in dotted
decimal notation.
The IP address cannot be
configured as 0.0.0.0, a
broadcast address, or a
multicast address.

port port-num Specifies the port
number of the
AgileConnect.

The value is an integer
that ranges from 1 to
65535.

 

Views

M2M gateway view

Default Level

3: Management level

Usage Guidelines

Before a device connects to an AgileConnect, the device needs to obtain the IP
address and port number of the AgileConnect. The two devices can work together
to monitor and manage electrical equipment. When the default port number 7001
has been used by another process, you can run the hes-server command on the
device to configure a new idle port number of the AgileConnect and change the
port number configured on the AgileConnect to be the same as that configured on
the device.

You can run the 15.8 display m2m-gateway status command to check whether
the device has been connected to the AgileConnect.
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Example
# Set the IP address and port number of an AgileConnect to 10.1.1.10 and 7002.

<Huawei> system-view
[Huawei] m2m-gateway
[Huawei-m2m-gateway] hes-server 10.1.1.10 port 7002

Related Topics
15.8 display m2m-gateway status

15.30 longitude-latitude

Function
The longitude-latitude command configures the longitude and latitude of the
device.

By default, the longitude and latitude of the device are not configured.

Format
longitude-latitude { longitude { east | west } longitude-value | latitude { north |
south } latitude-value }

Parameters

Parameter Description Value

longitude { east | west }
longitude-value

Specifies the longitude.
east indicates east
longitude, and west
indicates west longitude.

The value is a floating
point number, accurate
to the sixth decimal
place. The value ranges
from 0.000000 to
180.000000.

latitude { north |
south } latitude-value

Specifies the latitude.
north indicates north
latitude, and south
indicates south latitude.

The value is a floating
point number, accurate
to the sixth decimal
place. The value ranges
from 0.000000 to
180.000000.

 

Views
M2M gateway view

Default Level
3: Management level
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Usage Guidelines

After the longitude-latitude command is used to configure the longitude and
latitude of the device, the upper-layer application can calculate the sunrise and
sunset times based on the longitude and latitude of the device and current date.
Then policies are configured to control smart terminals based on sunrise and
sunset times.

Example

# Set the south latitude to 12 degrees and east longitude to 50 degrees for the
device.

<Huawei> system-view
[Huawei] m2m-gateway
[Huawei-m2m-gateway] longitude-latitude latitude south 12
[Huawei-m2m-gateway] longitude-latitude longitude east 50

Related Topics
15.6 display m2m-gateway long-latitude

15.31 m2m-gateway

Function
The m2m-gateway command displays the M2M gateway view.

Format
m2m-gateway

Parameters

None

Views

System view

Default Level

3: Management level

Usage Guidelines

To use functions of an energy efficiency gateway, perform related configurations in
the M2M gateway view.

Example

# Display the M2M gateway view.
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<Huawei> system-view
[Huawei] m2m-gateway
[Huawei-m2m-gateway]

15.32 reset m2m-gateway offline-device

Function
The reset m2m-gateway offline-device command deletes the statistics about
offline devices.

Format
reset m2m-gateway offline-device

Parameters
None

Views
All views

Default Level
2: Configuration level

Usage Guidelines
When there are many offline devices, you can run this command to clear the
statistics about offline devices to facilitate the query of online device status.

Example
# Clear the statistics about offline devices.

<Huawei> reset m2m-gateway offline-device

15.33 reset m2m-gateway statistics

Function
The reset m2m-gateway statistics command clears statistics about the packets
received and sent by the device functioning as an energy efficiency gateway.

Format
reset m2m-gateway statistics

Parameters
None
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Views
All views

Default Level
2: Configuration level

Usage Guidelines
Before collecting statistics about the packets received and sent by the device
functioning as an energy efficiency gateway within a certain period, run the reset
m2m-gateway statistics command to clear existing statistics.

Example
# Clear packet statistics.

<Huawei> reset m2m-gateway statistics

Related Topics
15.7 display m2m-gateway statistics

15.34 restore factory configuration

Function
The restore factory configuration command restores factory settings.

After you run this command, the system automatically restarts and the command
configuration takes effect.

Format
restore factory configuration type type_val

Huawei AR Series Access Routers
Command Reference 15 Energy Efficiency Commands

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 7807



Parameters
Parameter Description Value

type type_val Specifies the types of
settings to be restored.

The value can be 1 or 2.
● 1: M2M

configurations
including
communication
parameters

● 2: M2M
configurations
excluding
communication
parameters

NOTE
Communication
parameters include the
following:
● Bidirectional

authentication mode
● Authentication key
● Channel encryption

mode
● Channel encryption

type
● AgileConnect IP address
● AgileConnect port

number
● Backup IP address for

communication with
the AgileConnect

● Backup port number
for communication
with the AgileConnect

● DHCP
● Local IP
● Local Netmask
● Local Gateway
● DNS

 

Views
m2m-gateway view

Default Level
3: Management level
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Usage Guidelines

If the M2M settings are incorrect, you can run the restore factory configuration
command to restore the factory settings. After the command is executed, the
device automatically restarts and restores the factory settings.

Table 15-20 Description of M2M factory settings

Item Description of Factory Setting

Bidirectional authentication mode Enabled

Authentication key The default username and password
are available in AR Router Default
Usernames and Passwords (Enterprise
Network or Carrier). If you have not
obtained the access permission of the
document, see Help on the website to
find out how to obtain it.

Channel encryption mode Enabled

Channel encryption type AES256

AgileConnect IP 0

AgileConnect port number 0

Backup IP address for communication
with the AgileConnect

0

Backup port number for
communication with the AgileConnect

0

DHCP Off

Local IP 0

Local Netmask 0

Local Gateway 0

DNS 0

Whitelist Empty

Local task Empty

The longitude of the device 0

The latitude of the device 0

Scheduled authorized network access Disabled

Time range of scheduled authorized
network access

0

Time of scheduled authorized network
access

0
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Item Description of Factory Setting

Upstream-cache mode Enabled

The size of the uplink buffer 256 KB

The interval for sending buffered data
to the AgileConnect

10 ms

The key for communication between
the device and smart terminals

huawei-key

broadcast-resend-times 0

 

Example
# Restore all M2M factory settings including the communication parameter
settings.

<Huawei> system-view
[Huawei] m2m-gateway
[Huawei-m2m-gateway] restore factory configuration type 1
Warning: Restore gateway factory configuration then gateway will be reboot and current configuration will 
be lost. Are you sure to continue?[Y/N]Y

Related Topics
15.5 display m2m-gateway configuration
15.8 display m2m-gateway status
15.19 display m2m-gateway whitelist
15.6 display m2m-gateway long-latitude

15.35 task delete

Function
The task delete command deletes local tasks on the device.

Format
task delete { task-id | all }

Parameters

Parameter Description Value

task-id Specifies the ID of a local
task.

The value is an integer
that ranges from 0 to
9999999999999999999.

all Deletes all local tasks. -
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Views

M2M gateway view

Default Level

3: Management level

Usage Guidelines

When the device cannot communicate with the upper-layer application system
and cannot delete tasks through the upper-layer application system, run this
command on the device to delete local tasks.

Example

# Delete local task 102.

<Huawei> system-view
[Huawei] m2m-gateway
[Huawei-m2m-gateway] task delete 102
Warning: This task will be deleted. Are you sure to continue?
[Y/N]y                                                                 
Task delete success

Related Topics
15.9 display m2m-gateway task

15.36 task update task-name

Function

The task update task-name command changes the name of the local task.

Format

task update task-id task-name task-name

Parameters

Parameter Description Value

task-id Specifies the ID of a local
task.

The value is an integer
that ranges from 0 to
9999999999999999999.
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Parameter Description Value

task-name Specifies the name of a
local task.

The value is a string of 1
to 31 case-sensitive
characters without
spaces.

 

Views
M2M gateway view

Default Level
3: Management level

Usage Guidelines
When the device cannot communicate with the upper-layer application and tasks
cannot be modified through the upper-layer application, run this command on the
device to change the name of a specified local task.

After the name of a local task is changed, you can run the 15.9 display m2m-
gateway task list brief command to check whether the name of a local task is
successfully changed.

Example
# Change the name of local task 102 to TheDawn.

<Huawei> system-view
[Huawei] m2m-gateway
[Huawei-m2m-gateway] task update 102 task-name TheDawn

Related Topics
15.9 display m2m-gateway task

15.37 tsvr-server

Function
The tsvr-server command configures parameters for the device that functions as a
smart terminal server.

The undo tsvr-server command restores the default IP address and port number
of the TSVR server.

The undo tsvr-server encrypt enable command restores the default encryption
mode between the device and smart terminals.

By default, no IP address is configured for the standby TSVR server, the port
number is 7001, and encryption is enabled.
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Format

tsvr-server { encrypt enable | ip-address [ port port-num ] }

undo tsvr-server [ encrypt enable ]

Parameters

Parameter Description Value

encrypt enable Enables encryption between
the device and smart
terminals.

-

ip-address Specifies the IP address of
the TSVR server.

The value is in dotted decimal
notation. The IP address cannot
be set to 0.0.0.0, a broadcast
address, or a multicast address.

port port-num Specifies the port number of
the TSVR server.

The value is an integer that
ranges from 1 to 65535.

Views

M2M gateway view

Default Level

1: Monitoring level

Usage Guidelines

When a smart terminal accesses the device through Ethernet, you need to run this
command to set the IP address, port number, and encryption mode for the device
that functions as the TSVR server.

You can run the display m2m-gateway tsvr-server status command to check the
configuration result.

Example

# Set the IP address of tsvr-server to 10.1.1.10 and port number to 7002.

<Huawei> system-view
[Huawei] m2m-gateway
[Huawei-m2m-gateway] tsvr-server 10.1.1.10 port 7002

Related Topics
15.14 display m2m-gateway tsvr-server status
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15.38 upstream-cache cache-size wait-time

Function
The upstream-cache cache-size wait-time command sets the size of the uplink
buffer and the interval for sending buffered data to the AgileConnect.

By default, the size of the uplink buffer is 256 KB and the interval for sending
buffered data to the AgileConnect is 10 ms.

Format
upstream-cache cache-size size wait-time time

Parameters

Parameter Description Value

size Specifies the size of the uplink
buffer.

The value is an integer that ranges
from 256 to 2048, in KB.

time Specifies the interval for
sending buffered data to the
AgileConnect.

The value is an integer that ranges
from 10 to 1000, in milliseconds.

Views
M2M gateway view

Default Level
3: Management level

Usage Guidelines
After the uplink buffer is enabled, data sent by smart terminals are cached on the
device. After a while, the device attempts to send the data to the AgileConnect.

NO TE

After running this command, you need to restart the device to make the configuration take
effect.

Example
# Set the size of the uplink buffer to 2048 KB and the interval for sending
buffered data to the AgileConnect to 100 ms.

<Huawei> system-view
[Huawei] m2m-gateway
[Huawei-m2m-gateway] upstream-cache cache-size 2048 wait-time 100
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Info: Set Cache Limited Size And Sended Wait Time Successfully, Reboot To Take 
Effect!                                   
                                  

Related Topics
15.39 upstream-cache mode

15.39 upstream-cache mode

Function
The upstream-cache mode enable command enables the uplink buffer.

The upstream-cache mode disable command disables the uplink buffer.

By default, the uplink buffer is enabled.

Format
upstream-cache mode { enable | disable }

Parameters
None

Views
M2M gateway view

Default Level
3: Management level

Usage Guidelines
When the device constitutes the ZigBee network with smart terminals but does
not connect to the AgileConnect, data reported by smart terminals cannot be sent
to the AgileConnect. As a result, the data is discarded. After the uplink buffer is
enabled, the device can cache data reported by smart terminals. The device sends
the buffered data to the AgileConnect after establishing a connection with the
AgileConnect.

Example
# Enable the uplink buffer.

<Huawei> system-view
[Huawei] m2m-gateway
[Huawei-m2m-gateway] upstream-cache mode enable
Info: Set Upstream Cache Mode Enable Successfully! 

Related Topics
15.38 upstream-cache cache-size wait-time
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15.40 upstream statistics threshold

Function

The upstream statistics threshold command sets a threshold for statistics on
upstream traffic between the device that functions as an energy efficiency
gateway and the AgileConnect.

Format

upstream { date | month | year } statistics threshold val

Parameters

Parameter Description Value

upstream { date |
month | year }

Specifies the time mode for
collecting statistics on uplink traffic.
date indicates traffic statistics by
date, month indicates traffic
statistics by month, and year
indicates traffic statistics by year.

_

val Specifies the threshold for statistics
on uplink traffic.

The value is an
integer that ranges
from 0 to
4294967294, in KB.

Views

M2M gateway view

Default Level

3: Management level

Usage Guidelines

You can run this command to set a threshold for statistics on uplink traffic. If the
traffic exceeds the threshold, the gateway will report an alarm.

Example

# Set the threshold for uplink traffic statistics by month to 30000 KB.

<Huawei> system-view
[Huawei] m2m-gateway
[Huawei-m2m-gateway] upstream month  statistics threshold 30000
Info: Set month flow control threshold success!
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Related Topics
15.18 display m2m-gateway upstream statistics

15.41 zigbee-network dismiss

Function
The zigbee-network dismiss command dismisses the smart terminal from a
ZigBee network.

NO TE

Only AR502EGRz-Lc and AR502EGRz-L support this command.

Format
zigbee-network dismiss [ mac-address ]

Parameters

Parameter Description Value

mac-address Dismiss the specified smart
terminal from the ZigBee
network.

The value is a 4-digit hexadecimal
number ranging from 0x0000 to
0xFFFF.

Views
M2M gateway view

Default Level
3: Management level

Usage Guidelines
When the device incorrectly joins a ZigBee network, run the zigbee-network
dismiss mac-address command to dismiss the smart terminal from the ZigBee
network.

Example
# Dismiss the smart terminal from the ZigBee network.

<Huawei> system-view
[Huawei] m2m-gateway
[Huawei-m2m-gateway] zigbee-network dismiss

Related Topics
15.43 zigbee-network permit-join
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15.42 zigbee-network get-rssi

Function
The zigbee-network get-rssi command configures the device to obtain the RSSI
of smart terminals.

NO TE

Only AR502EGRz-Lc and AR502EGRz-L support this command.

Format
zigbee-network get-rssi { all | mac-address }

Parameters

Parameter Description Value

all Obtains the RSSI of all smart
terminals.

-

mac-address Obtains the RSSI of a smart
terminal with the specified MAC
address.

The value is a 4-digit
hexadecimal number ranging
from 0x0000 to 0xFFFF.

Views
M2M gateway view

Default Level
3: Management level

Usage Guidelines
To obtain the RSSI of the connection between the device and smart terminals, run
this command.

Example
# Obtain the RSSI of the smart terminal 0x7db8.

<Huawei> system-view
[Huawei] m2m-gateway
[Huawei-m2m-gateway] zigbee-network get-rssi 0x7db8
Firmware Version:001       
PanId: 0x6325              
RadioTxPower: 8            
RadioChannel: 20           
Zigbee Device-table:       

Huawei AR Series Access Routers
Command Reference 15 Energy Efficiency Commands

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 7818



Index Device Type       Mac     DeviceId            Status  OffReason Version       RSSI              
----------------------------------------------------------------------------------------------------  
1     HWSS              0x7db8  1300B136CB000485    Online  RepOff    0x270a0110    41 
----------------------------------------------------------------------------------------------------  
Online count: 1      Total count: 1

Table 15-21 Description of the zigbee-network get-rssi command output

Item Description

Firmware Version EM357 firmware version.

PanId ZigBee network ID.

RadioTxPower EM357 transmit power.

RadioChannel EM357 channel information.

Index Index of the smart terminal.

Device Type Type of the smart terminal.

Mac MAC address of the smart terminal.

DeviceId ID of the smart terminal.

Status Whether the smart terminal is
connected to the network:
● Online: The smart terminal is

connected to the network.
● Offline: The smart terminal is

disconnected from the network.

OffReason Reason why the smart terminal is
disconnected from the network last
time:
● SrvCtl: The CBEMS controls the

network disconnection of the smart
terminal.

● Detect: The gateway detects that
the smart terminal is disconnected
from the network through
heartbeat packets.

● RepOff: The gateway receives
logout messages reported by the
smart terminal and then sets the
smart terminal status to offline.

● RepIdChg: The communication
address of the smart terminal
changes.

● Never: The smart terminal has
never been disconnected from the
network after being connected to
the network.
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Item Description

Version Version of the smart terminal.

RSSI RSSI of smart terminals.

Online count Number of smart terminals connected
to the ZigBee network.

Total count Total number of smart terminals on
the ZigBee network.

 

15.43 zigbee-network permit-join

Function
The zigbee-network permit-join command enables ZigBee network access.

The zigbee-network permit-join command disables ZigBee network access.

By default, ZigBee network access is disabled.

NO TE

Only AR502EGRz-Lc and AR502EGRz-L support this command.

Format
zigbee-network permit-join { time | permanent } [ whitelist ]

undo zigbee-network permit-join

Parameters

Parameter Description Value

time Specifies the ZigBee
network access time.

The value is an integer
that ranges from 1 to
254, in seconds.

permanent Sets the ZigBee network
access to permanent.

-

whitelist Specifies that only
devices in the whitelist
can connect to the
ZigBee network. If this
parameter is not
configured, all devices
can connect to the
ZigBee network.

-
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Views

M2M gateway view

Default Level

3: Management level

Usage Guidelines

When connected smart devices need to be added to the ZigBee network, run the
zigbee-network permit-join command to enable ZigBee network access. Then
only devices in the whitelist or all smart devices can connect to the ZigBee
network in the specified period or at any time.

Example

# Enable smart devices in the whitelist to access the ZigBee network for 200
seconds.

<Huawei> system-view
[Huawei] m2m-gateway
[Huawei-m2m-gateway] zigbee-network permit-join 200 whitelist

Related Topics
15.41 zigbee-network dismiss

15.44 zigbee-network permit-join whitelist

Function

The zigbee-network permit-join whitelist command configures a whitelist and
adds a specified smart terminal to the whitelist.

The undo zigbee-network permit-join whitelist command deletes a smart
terminal from a whitelist.

By default, no whitelist is configured on the device.

NO TE

Only AR502EGRz-Lc and AR502EGRz-L support this command.

Format

zigbee-network permit-join whitelist device-id &<1-10>

undo zigbee-network permit-join whitelist [ device-id ] &<1-10>
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Parameters

Parameter Description Value

device-id Specifies the ID of a
smart terminal.
When this parameter is
not specified, the undo
zigbee-network permit-
join whitelist command
deletes all smart
terminals from a
whitelist.

The value is in
hexadecimal notation
and ranges from
0000000000000001 to
FFFFFFFFFFFFFFFF.

 

Views

M2M gateway view

Default Level

3: Management level

Usage Guidelines

After authorized network access is enabled, smart terminals can connect to the
ZigBee network. In this case, it is difficult to manage the smart terminals that are
connected to the ZigBee network. After the zigbee-network permit-join
whitelist device-id command is used to add a specified smart terminal to a
whitelist, only the smart terminal in the whitelist can connect to the ZigBee
network. The device can effectively control the smart terminals that are connected
to the ZigBee network.

A maximum of 256 smart terminals can be added to a whitelist.

Example

# Add the device with the ID of ABCDEF0123456789 to a whitelist.

<Huawei> system-view
[Huawei] m2m-gateway
[Huawei-m2m-gateway] zigbee-network permit-join whitelist ABCDEF0123456789

Related Topics
15.19 display m2m-gateway whitelist

15.45 zigbee-network status refresh
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Function
The zigbee-network status refresh command configures the device to upgrade
the status of smart terminals.

NO TE

Only AR502EGRz-Lc and AR502EGRz-L support this command.

Format
zigbee-network status refresh

Parameters
None

Views
M2M gateway view

Default Level
3: Management level

Usage Guidelines
Usage Scenario

When some smart terminals on the ZigBee network are not online, run this
command to update the status of the smart terminals so that they can be
triggered to go online again.

Precautions

After this command is executed, the device broadcasts instructions to smart
terminals on the ZigBee network. The command execution has a delay.

Example
# Configure the device to upgrade the status of smart terminals.

<Huawei> system-view                                               
[Huawei] m2m-gateway
[Huawei-m2m-gateway] zigbee-network status refresh

15.46 zigbee-network timer-join-network

Function
The zigbee-network timer-join-network command sets the time and time range
of scheduled authorized network access.

By default, the time and time range of scheduled authorized network access are
not configured.
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NO TE

Only AR502EGRz-Lc and AR502EGRz-L support this command.

Format
zigbee-network timer-join-network timer time

Parameters
Parameter Description Value

timer Specifies the time of
scheduled authorized
network access.

The value is in hh:mm:ss
format. hh ranges from 0
to 24; mm ranges from 0
to 60; ss ranges from 0
to 60.

time Specifies the time range
of scheduled authorized
network access.

The value is an integer
that ranges from 1 to
254, in seconds.

 

Views
M2M gateway view

Default Level
3: Management level

Usage Guidelines
Usage Scenario

After scheduled authorized network access is enabled, you can run this command
to set the time and time range of scheduled authorized network access.

Prerequisites

Scheduled authorized network access has been enabled using the 15.47 zigbee-
network timer-join-network enable command.

Example
# Set the time and time range of scheduled authorized network access to 12:12:12
and 200s, respectively.

<Huawei> system-view
[Huawei] m2m-gateway
[Huawei-m2m-gateway] zigbee-network timer-join-network enable
[Huawei-m2m-gateway] zigbee-network timer-join-network 12:12:12 200

Related Topics
15.47 zigbee-network timer-join-network enable
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15.15 display m2m-gateway timer-join-network

15.47 zigbee-network timer-join-network enable

Function

The zigbee-network timer-join-network enable command enables scheduled
authorized network access.

The undo zigbee-network timer-join-network enable command disables
scheduled authorized network access.

By default, scheduled authorized network access is disabled.

NO TE

Only AR502EGRz-Lc and AR502EGRz-L support this command.

Format

zigbee-network timer-join-network enable

undo zigbee-network timer-join-network enable

Parameters
None

Views

M2M gateway view

Default Level

3: Management level

Usage Guidelines

Usage Scenario

After a fault on a smart terminal is rectified, the smart terminal can connect to
the ZigBee network only when authorized network access is enabled manually.
After scheduled authorized network access is enabled, the device automatically
enables scheduled authorized network access at the specified time. The smart
terminals where faults are rectified can automatically connect to the ZigBee
network again with no manual operation, reducing maintenance costs.

Follow-up Procedure

Run the 15.46 zigbee-network timer-join-network timer time command to set
the time and time range of scheduled authorized network access.
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Example
# Enable scheduled authorized network access.

<Huawei> system-view
[Huawei] m2m-gateway
[Huawei-m2m-gateway] zigbee-network timer-join-network enable

Related Topics
15.46 zigbee-network timer-join-network
15.15 display m2m-gateway timer-join-network
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